
Stella Central

Stella Central Deliverables
Inventory report of network devices discovered, including 
OEM,	model,	hostname,	serial	number,	firmware	version,	
EOL date, approved-hardware status, and warranty status 
•		 Unidentified	active	device	report	
•  Report the results of all compliance checks against 

the	documented	configuration	standard,	EOL	and	
approved-hardware list 

•  Audit logging of actions including report runs and 
change	to	sites,	device	configuration,	and	standards	

•		 Details	of	configuration	changes	that	were	made	and	
who committed the change 

•		 Notifications	(email/Slack/SMS/Teams)	
•  Point-in-time reporting including Asset Inventory, 

Port Mapping, and Cabling Matrix documents 
•  Monitoring alerts via tickets in your incident response 

system 
•  Monitoring status dashboard and diagnostics 

reporting

The Primary Customer can extract their own network 
reports 
•  Service Providers can be limited to the networks that 

they manage via Primary Customer SSO.

A horizontally integrated control platform  
leveraging all the Stella orchestration modules  
to provide independent network visibility,  
configuration management and risk identification.

Stella Requirements
Requirements	to	run	Discovery/Compliance/
Configuration*and	Monitoring	modules	and	leverage	
Stella	Central
• Stella Instance with an enterprise licence 
• Provision target networks
• *Order Stella Relay per target network
• *Install Stella Relay on the target network

*	not	required	for	Configuration

Technical	information	to	provision	a	Network	 
for Stella Relay deployment
• Open outbound internet access on dedicated untagged 

VLAN (recommend VLAN 120)
– TCP/443 to Stella VPN

• Unrestricted Layer 2 access and details of target VLANs, 
including
– VLAN tag
– Static IP address and subnet mask

• Active device credentials - SSH or API access to
– Firewalls
– Switches
– Wireless controller

Stella credentials
• SOC II
• CyberCX 

– 6 monthly attestation for Stella Relay and Portal
• SNMP v3 encryption activated for ServiceNow

Patents:
• U.S. Patent Application No. 18/134,877
• Australian Provisional Patent Application No. 

2022901013
• European Patent Application No. 23168068.

To	find	out	more,	email	us	at	info@stella.net.au	or	got	to	www.stellanetworks.io


