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Discovery Module

Know the exact equipment on your network to identify or remediate risk,
be that EOL, misconfigured or non-approved equipment.

Requirements to run Discovery Outputs
® Access to the Stella Portal for the property ® Inventory report of network devices discovered
® Physical Stella Relay on the LAN using a POE port including make, model, name, serial number,
® OEM end-of-service life and warranty look-up AP firmware, EOSL date*, and warranty status*
e Open outbound internet access via firewall on ¢ Unidentified active device report
TCP/443 to Stella VPN ® Auditlog
® Unrestricted access to VLANs for device discovery ® Notifications (email/Slack/SMS/Teams)
® VLAN tag, VLAN host IP address and subnet mask for
each VLAN

® Active device credentials

® Wireless controller makes and IP addresses
*If supplied

Stella Discovery network report can be produced less than an hour after installation.
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Network engineer Non-technical person
working with Stella

1 network 9.3 hours 90 seconds
1,000 networks 61 months* 25 hours
5,000 networks 305 months* 17 days*

Audit — % v
same result when repeated?

?
Accuracy _{& 100%

* Days and months are based on 38hr working weeks
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Stella security & hardware

Stella keeps you secure

Built on the shoulders of giants

Supply-chain security is monitored

Secure by design

Hardware environment
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To find out more, email us at info(@stellanetworks.io or got to www.stellanetworks.io




